METO/Ibl U CPEJICTBA 3AHIUTHBI UHO®OPMAIIUAN
1. esab ocBoeHM s TUCHUTJIMHBI

Cdopmuposats y Oyaymiero yautesns HHGOPMATHKH CUCTEMY KOMIETSHITHA B 00JIACTH 3aIIUTHI
UHQPOPMAIIUU B KOMITBIOTEPHBIX CUCTEMAX JUIsl PEIICHHS TPAKTUYCCKHX 3a/1a4.

2. MecTo aucuuninHbl B cTpykrype OIIOIT

Jucuumnnmna «MeTobl U CpeACTBa 3aIIUTHl HHPOPMALMKY) OTHOCUTCS K BAPUATUBHOM yacTu OJ0Ka
JUCLUIUINH.

Jis ocBOGHUS AMCUUTUIMHBI «METOABI M CPEJCTBA 3aLIUTHI HH(OpMAIKU» 00ydarouIrecs
UCIIOJIB3YIOT 3HaHMsI, YMEHUS, CIOCOOBI ESITEIbHOCTH U YCTAHOBKHU, C(POPMUPOBAHHBIE B X0J1€
U3y4eHHs TUCIMIUIHH «MeToauka o0ydeHus: uHpopMaTHke», «MeTonka 00yuyeHHss MaTeMaTHKE,
«ApXUTEKTypa KOMIIbIOTEPa», «BBICOKOYpOBHEBBIE METO/IbI IPOTPAMMUPOBAHU»,
«/lucTaHOHHBIE 00pa30BaTEIIbHBIE TEXHOJIOTUU B 00yUYE€HUU UHPOPMATHKEY,
«HupopmanonHsie cuctembly, «MHpopMannoHHbIE TeXHOIOTUNY, «KoMmbroTepHOE
MOJIeMpoBaHme», «Meronuka o0ydeHns HHPOPMATUKE B MHHOBAIIMOHHBIX 00Pa30BaTEIbHBIX
yupexaeHusax», «OnepanronHas cucrema Linux», «OCHOBBI HCKYCCTBEHHOT'O MHTEIICKTa,
«lIepcrieKTUBHBIE HAIIPaBJICHUS UCKYCCTBEHHOI'O MHTEIJIEKTa», «[IlepcrieKTMBHBIE HAIlIpaBICHUS
KOMITbIOTEPHOI 0 MozienpoBanusy», «Ilocrpoenne Windows-cereit», «[IpakTuKyM 1o peLieHno
3agad Ha DBMy, «IIporpamMmmupoBanue», «Pa3padorka Flash-npunoxenwnii», «Pa3padboTka
UHTEpHET-pUI0KeHu», «PazpaboTka 3¢ (eKTUBHBIX aIrOPUTMOBY», «COBPEMEHHBIE S3bIKH
IPOrpaMMUPOBaHUA», «COLMAbHBIE ACTIEKTHI 3J0POBbs», «CHelaTu3upOBaHHbIE
MaTeMaTHYeCKue MakeTobl», « TeopeTrnueckue 0OCHOBBI HH(OPMATUKI, IPOXOXKIECHHS TPAKTUK
«[IpakTHKa 10 MOy4eHHIO MEPBUYHBIX MPO(HECCHOHATFHBIX YMEHUI 1 HaBBIKOBY, «IIpakTHKa 1mo
IIOJIyYEHUIO [IEPBUYHBIX YMEHHUH U HABBIKOB HAYYHO-UCCIIEOBATEIBCKOMN NEATEIbHOCTIY,
«[IpakTuka 1o noxy4eHuro NpoPpeccuoHaNbHbIX YMEHHUH U ONbITa NPOPECCHOHATBHON
JEATEIbHOCTHU.

OcBoeHMe JTaHHOW JUCLMILIMHBI SBJISETCS HEOOXO0AUMON OCHOBOM ISl TOCIJIEAYIOIIEr0 U3YYEHUS
JTUCHUIUIMH «BapuaTtuBHble cucTeMbl 00y4eHHs MaTeMaTuke», «I ymaHuTapuszanus
MaTeMaTHu4ecKkoro oopasoBanus», «MHpopMaloHHbIE 1 KOMMYHUKAIIMOHHBIE TEXHOJIOTHH B
oOpa3zoBaHumN», «MeToiuka 00ydeHHns MaTeMaTHKE B MHHOBALIMOHHBIX 00pa30BaTeIbHbIX
YUPEKIACHUAX», «MeEToINKa IPOEKTUPOBAHUS U PEATU3ALINN YIEKTUBHBIX KYPCOB», ITPOXO0KICHUS
npakThku «lIpenauninomMHas npakTHKa.

3. Illlanupyemble pe3yJbTaTbl 00yUeHHUsI

B pe3ynbraTe 0CBOGHUS TUCIMITIIMHBI BBITYCKHUK JOJKEH 00J1a/1aTh CIEAYIOIUMHI
KOMITETEHITHSIMU:

— CIIOCOOHOCTBIO UCIIOIB30BATh BO3MOXHOCTH 00pa30BaTEIbHOM CpeIbl IS TOCTUKEHUS
JMYHOCTHBIX, METANIPEIMETHBIX U MPEIMETHBIX PE3Y/IBTaTOB 00yUeHHs U 00eCTICYeHHS KayecTBa
y4eOHO-BOCIIUTATEIBHOTO MPOLIECCa CPENICTBAMU IpernoiaBaeMbIX yueOHbIX mpeameToB ([1K-4);
— FTOTOBHOCTBIO TIPUMEHSTh IPEAMETHBIC 1 METapeIMETHbIE 3HAHHUS ()YHIaMEHTAIBHON 1
NPUKIIAJIHON HH(POPMATUKHU IS PELICHUS] TEOPETUUECKUX U MPAKTUYECKUX 3a]1a4, pealn3aluu
AHATUTHYECKUX U TEXHOJIIOTUIECKUX PEIICHHUI B 00IACTH MPEICTaBICHIS U 00pabOTKN
uHpopmarnmu, nHpopmaTusamuu odpazosanus (CK-1).

B pesyabTare n3y4eHus JMCHUILIMHBI 00y4AIOMINHCS JOJIKEeH:

3Hamo
— pa3iMYHBIC TIOAXOIBI K OTPEIEIICHUIO TIOHATHS HH(OPMAIIMOHHAsE Oe301TaCHOCTb;
— OTJINYHE KOMIBIOTEPHOI 0€30MacHOCTH OT HH(POPMAITMOHHON 6E€30MaCHOCTH;
— HOPMAaTHBHO-TIPABOBBIE OCHOBBI HH(POPMAITMOHHOM 0€30MMacHOCTH 00IIeCTBa;



— OCHOBHBI€ MOJIOKEHHS BKHEUIIINX 3aKOHOIATENILHBIX akTOB P® B 061acTu MHGOpMAITMOHHON
0€30MacHOCTH | 3alIUThI HH()OpMAIUK;

— KJIacCU(UKAIHIIO YTPpo3 WH(POPMAIIMOHHOM 0€3011acHOCTH;

— YpOBHH (pOPMUPOBaHUS peXrUMa UH(POPMAITMOHHON 0€3011aCHOCTH;

— IPUHLUIIBI 3aIUTH] PaclpeeICHHBIX BEIUMCIUTEIbHBIX CETEH;

— NPUYMHBI YCIEIHONW peaau3alyy yJaJIeHHbIX YTP0o3 HHPOPMALlMOHHOMN 0€3011acCHOCTH B
BBIUHCIIUTENBHBIX CETSIX;

— MEXaHU3M MEKCETEBOI0 SKPaHUPOBAHNUS;

— OCHOBBI KpUNTOrpaMu4ecKux METOJ0B 3aLIUThl HH(OPMAIMH, CTPYKTYPY KPUITOCHUCTEM, METO/IbI
mudpoBanus;

ymemp

— 00BSCHHUTH CYITHOCTH MPOOJIEMbl HH(DOPMAITMOHHOW 0€30MMacHOCTH;

— KBAIU(UIIUPOBATh HApYyIIEHHs B cepe HHPOPMALMOHHOM Oe3011acHOCTH;

— MPUMEHSATh aHTUBUPYCHBIE MPOTPAMMBbI K 3aIIUTE HH)OpMAIHH;

— pacmpenersTh 3a1a4u HHPOPMAIMOHHOW O€30MaCHOCTH IO YPOBHSM €€ 00eceueHs;

— MCIIOJIL30BAaTh MPHUHIUIIBI 3AIIUTHI JJIs1 pa3pab0TKH U pean3aluid MEXaHH3MOB 3allUThI
BBIYUCITU-TEIBHBIX CETEH;

— aHaJIM3UPOBATh IPUYHMHBI yCIIeXa YIAJICHHBIX aTak U PUHUMATh MEPBI K UX YCTPaHEHHIO;
— BBIOMpPATh MEKCETEBBIC IKPAHBI IS 3aIIUTHI MHPOPMALIMOHHBIX CHCTEM;

— HMCIIOJIb30BaTh AJIEKTPOHHYIO ITUPPOBYIO MOJITUCH IS TPOBEPKH 1IETOCTHOCTH JaHHBIX;

e1a0emow

— omnpeneneHueM HHPOPMAITMOHHOW 0€301aCHOCTH MPUBOAMMEIE B PYKOBOISAIINX JOKYMEHTAX;

— OTBETCTBEHHOCTH 3a HapylieHus B chepe nHPOpMAIIMOHHOM 0€30MacHOCTH;

— HaBBIKAMH MPOQPIIAKTHYECKUAX MEP 3alIUTHl OT KOMIIBIOTEPHBIX BHPYCOB;

— HaBBIKaAMH MOJYYCHUS MIPEACTABICHUI O CHCTEMHOM MOX0e, 00ecrneunBaroem
nH(pOpMaNMOHHYIO 0€30MaCHOCTb;

— UCTIOJIb30BaTh MEXAHU3MBI HICHTU(DUKALINY U ayTeHTH(PUKALUY A 32U Tl HHPOPMAITHOHHBIX
CHUCTEM;

— HaBBIKAMH OMPEJICTUTh BOZMOKHbBIE CTIOCOOBI 3aIlIUTHI;

— croco0aMu yIpaBJIeHUS! KPUTITOCUCTEMAMU.

4. O0mas Tpya10€MKOCTh JUCHUILIMHBI U €€ pacnpeaejieHue

KOJIMYECTBO 3a4ETHBIX SJIMHUIL — 2,

oO1m1ast Tpy1I0EMKOCTh TUCITUIUIMHBI B yacax — /2 4. (B T. 4. ayAuTOpHBIX yacoB — 12 u., CPC — 56
q.),

pacripesiesieHue 1o cemectpam — 6 Kypc, 3MMa,

dbopMa 1 MecTo OTYETHOCTH — 3a4€T (6 Kypc, 3UMa).

5. KpaTtkoe copep:xaHue TUCHMILIHHBI

[TousiTust UHGOPMALIMOHHOW G€30MACHOCTH, 3alIUThl HH(OPMALIUH.
OcHoBHBIE 33124 HH(OpMAIIMOHHOM Oe3omacHocTu. [Ipenmer 3ammTsl HHGOPMAIHH, €ro
cBoiicTBa. OOBEKT 3aIUTH HHPOPMAIIIH.

I'ocynapcTBeHHast monuTHKa MHGOPMAITMOHHONW 0€30MacHOCTH.

WNudopmanus kak mpaBoBas Kareropus, ee ocooeHHoctu. Opransl odecrieueHust UH(HOPMAITMOHHON
6e3onacHocTH. CTPyKTypa U cocTaB HHPOPMAIIMOHHOTO 3aKoHOoAaTeNbcTBa B PD. CtangapTsl
UH(POPMALIMOHHOM 0€30MacHOCTH.

OCHOBHBIE UICTOUHUKHU yrpo3 6€30MaCHOCTH UHPOPMALIUH.
Knaccudukanus yrpo3 napopmannonHoit 6e3onacHoctu. KoMbproTepHbIe BUPYCHI KaK yrpo3a
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uHpOpMaLMOHHOM Ge3omacHOCTH. [IpodunakTuKa KOMIIBIOTEPHBIX BUPYCOB.

YpoBau hopmupoBaHus pekruMa HHHOPMAITMOHHON OE30ITaCHOCTH.

Llenu 1 3a1aun aIMUHUCTPATUBHOTO YPOBHsI o0ecriedeHus] HHOOPMaIMOHHON 0€301aCHOCTH.
['pymiibl cBeleHUH, CoepKarecs B JOKYMEHTAIUH 110 TOJIMTUKE O€301MacHOCTH OpraHU3aIiH.
[TporpaMMHO-TEXHUYECKHI YPOBEHB 00ECIIeYeHUsT HHPOPMAITMOHHOW OE€30MaCHOCTH.

BHemnee kauecTBo HHPOpMAIMU B HHPOPMAIIMOHHBIX CUCTEMAX.

[Tytu noctmxenus TpedyemMoil TOCTOBEPHOCTH 00paboTku uHpopmaru. OpraHu3alioOHHbIE U
MH)XEHEPHO-TEXHUYECKHE MEPBI U MEPOIIPUATHUS IO 00ECTICUCHNIO0 KOHPHUICHIIHATLHOCTH
uH(pOpMallMK B aBTOMAaTU3UPOBAHHBIX cucTeMax. OpraHu3alioHHbIE U allapaTHO-MPOrpaMMHBIE
METO/IbI MOBBILICHUS COXPAHHOCTH WH(OPMAIIHH.

Oco0eHHOCTH 3alIUTHI MHPOPMALIUU B PACTIPEICICHHBIX KOMITBIOTEPHBIX CUCTEMAX.
3amuTa nHGOPMAIMK B KaHANIAX CBSA3U. MexKceTeBoe SKpaHupoBaHue. JIEeKTPOHHAsS IHU(ppoBast
noanuch. TUITOBBIE yAaJeHHBIE aTaKU M UX XapaKTePUCTHKA.

Knaccugukarus MmeTo10B KpunTorpaduueckoro mpeodpa3zoBanus HHPOPMAIUH.
[Mudposanue. MeToap! MUPPOBAHUS C CUMMETPHUYHBIM KITF04OM. CUCTEMBI IHU(PPOBaHUS C
OTKPBITHIM KIIIOUOM.

6. PazpaboTunk

Kapsikuna TaTtbsiHa MIBaHOBHA, KaHIMAT NIEAarOTHICCKUX HAYK, TOMECHT Kadeapsl HHHOPMATHKH U
meToauku npenogaBanus uHpopmatuku GI'BOY BO «BI'CITY ».



